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1- Introduction 

The Internet of Medical Things (IoMT) 

connects medical sensors, equipment, apps, 

wearable medical equipment, and smart sensors 

and thus provides the possibility of real-time 

health monitoring [1]. In this context, 

distributed information architecture solutions 

connect medical applications to data sources 

with decreased latency and improved 

portability, quality of service, engagement, and 

characterization [2]. IoMT-based healthcare 

solutions use these capabilities to make medical 

treatments more efficient, fast, and accessible. 

Empowering patients helps doctors intervene by 

making them aware of and in control of their 

health [1]. It will particularly benefit distant 

communities, underdeveloped nations, and 

disaster-stricken areas where healthcare 

specialists are few [3]. 

However, scalable, reliable, and resilient 

designs are needed for IoMT-based healthcare 

monitoring systems [4]. Therefore, the security 

of IoMT and healthcare systems is vital since 

such systems handle healthcare data. Hence 

protection measures should be taken during 

collection, transmission, and storage in such 

environments. In 2020, CyberMDX found that 

over 50% of IoMT devices are vulnerable [5].  

The security and privacy aspects of IoMT are 

unique since they can affect patients' lives, and 

the data handled in these environments is 

particularly sensitive. Thus, IoMT systems need 

security to be widely adopted, but power 

consumption and different constraints of IoMT-

based systems limit and burden the use of 

conventional security mechanisms and 

approaches. 
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ABSTRACT 
This paper presents a security architecture for the Internet of Medical 

Things (IoMT), striving to protect sensitive data stored, processed, and 

transferred in such a system. It is based on a 5-layer architecture for IoMT 

systems and defines security mechanisms and techniques that can be 

employed on the different layers in order to protect medical data in its 

whole lifecycle adequately. Additionally, we also discuss the most 

common security requirements and attacks from literature which served 

as the basis for the security architecture. The former can be implemented 

on various heterogenous IoMT devices and environments. 
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Figure 1: IoMT Architecture 

1.1- Architecture of IoMT 

IoMT is a sophisticated and interconnected 

system that facilitates communication and data 

exchange between medical devices, sensors, 

and healthcare systems. IoMT architecture 

supports the integration and administration of a 

vast network of devices, such as wearable health 

monitors, remote monitoring systems, smart 

medical implants, and healthcare infrastructure. 

IoMT architecture is comprised of multiple 

layers to facilitate the transmission, processing, 

and use of medical data. In healthcare settings, 

IoMT architecture enables real-time 

monitoring, secure data transmission, 

interoperability, and intelligent decision-

making by leveraging cloud computing, 

periphery computing, and advanced networking 

technologies. This interconnected framework 

not only improves patient care, diagnosis, and 

treatment but also paves the way for 

personalized medicine, remote healthcare, and 

enhanced healthcare administration as a whole. 

In this paper, the IoMT architecture is defined 

using the five strata depicted in Figure 1. 

2- Security of IoMET 

In the context of IoMT security, we need to be 

aware that such systems comprise 

interconnected sensors and devices linked to 

cloud ecosystems via the Internet [6]. Cloud 

services receive data acquired from these 

devices/sensors to cleanse and further process 

these data to gain deeper comprehension. 

Additionally, Io(M)T utilizes numerous 

wireless technologies, including Near Field 

Communications (NFC), Bluetooth (and 

Bluetooth Low Energy, or BLE), or 

LTE/5G/6G [6].  These technologies are 

interconnected with numerous devices, 

including smartphones, monitoring equipment, 

sensors, smart wearables, and other medical 

devices [6]. 

All these aspects need to be taken into 

consideration when developing security 

mechanisms, such as a security architecture. 

2.1- Security Requirements of IoMT 

From collection to transmission and storage, 

IoMT systems must protect patient data [7].  

The sensor layer of an IoMT system collects 

patient data. Sensor hardware manipulation and 

data tampering are possible now. Patients could 

die if the sensor's hardware or software is 

hacked. Thus, protecting data from these risks 

is crucial to system maintenance.  

All device communications, including between 

IoMT sensors in the sensor layer and the access 

point (AP) in the intermediate layer, need to be 

protected. Attacks here can change or interrupt 

sensor data transmission. Thus, preventing such 

attacks is crucial.  

The connection, processing, and cloud layers 

collect and store patient data. Because most of 

the data in this layer are "asleep" most of the 
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time, they are more vulnerable to unauthorized 

access than data on any other layer.  

Due to patient data's sensitivity and safety, 

IoMT systems must include security 

mechanisms at all layers. These include 

confidentiality, integrity, non-repudiation, 

authentication, authorization, anonymity, 

forward/backward secrecy, key exchange, key-

escrow resilience, (session) key agreement [8]. 

2.2- Attacks on IoMT  

Because effective decision-making necessitates 

sophisticated patient monitoring and enormous 

patient data, the use of IoMTs will increase. It 

is anticipated that the risks to security will 

continue to grow. Consequently, protection 

mechanisms and measures need to be 

comprehensive.  

Physical attacks target IoMT sensors and keys 

to steal patient data or security keys. The 

attacker must physically access a specific IoMT 

system component. These aspects include the 

following attacks: loss of physical security 

tokens, impersonation/masquerading, 

tampering, or side-channel attacks [10], [11]. 

An adversary can compromise the integrity of 

information by intercepting both data in transit 

and data at rest. They employ the following 

techniques to conduct information-based 

attacks: interception, modification, fabrication, 

replay attack, and interruption attack [10], [11]. 

Attacks on hosts are carried out by exploiting 

the host's characteristics, including user 

compromise, hardware compromise, and 

software compromise [10], [11].  

Network-based attacks may target the 

communication between various IoMT system 

layers, such as Bluetooth or Internet 

connections. Typically, these attacks seek to 

steal or falsify patient data or block the 

relationships between the layers of IoMT 

systems. Attacks of such type include 

DoS/DDoS, sniffing, Man-in-the-Middle 

(MITM) attacks, replay attacks, parallel 

sessions, and brute force attacks [10], [11]. 

3- Proposed Security Architecture for 

IoMET 

The proposed security architecture (cf. Figure 

1) is based on the previous work [11], [12], [13]. 

We explain details about the architecture below 

for every layer foreseen in the architecture of 

the IoMT system.  

Device Layer 

Wearables, implants, and hospital equipment 

generate and gather data in the device layer. 

This layer's security measures include the 

following: 

• Secure boot techniques restrict device 

software to manufacturer-approved 

software. To avoid malware, firmware 

updates should be digitally signed and 

authenticated. 

• Verifying the device's identity before 

connecting to the network. Cryptographic 

keys, digital certificates, and shared secrets 

can authenticate devices. HSMs or TPMs 

can store cryptographic keys and execute 

secure operations in a tamper-proof 

environment [14]. 

• Data Encryption should be used. Symmetric 

encryption like AES-CCM or Adiantum 

[15] should safeguard data at rest and in 

transit from unauthorized access.  

• Tamper-prone equipment needs physical 

security. Secure enclosures and tamper-

evident seals prevent tampering. Tamper-

resistant hardware can erase sensitive data 

if it detects physical tampering. Sensitive 

data and operations can use HRoT [16].  

Connection Layer 

Devices send data to this layer, and therefore, 

security mechanisms are tailored to this context 

and include: 

• Security mechanisms for different 

communication protocols are essential. 

These include CoAP and MQTT [17] or, for 

wireless networks,  mechanisms like WPA2 

[18] or WPA3 [19].   

• Before data transmission, the device and 

network should authenticate each other. As 

an example, mTLS can authenticate devices 

and networks [20]. 

• To prevent security breaches, network 

segments should isolate devices. VLANs or 
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firewalls can segment networks and isolate 

devices [21]. 

Processing (Edge) Layer 

Edge computing reduces data transmission and 

exposure by processing data near its production. 

As with the previous layer, also this needs to be 

protected: 

• Local data processing reduces data 

exposure during transmission. Edge 

computing platforms [22] process data near 

devices. 

• Data anonymization can be protected by 

techniques like differential privacy [23]. 

However, one has then to address the utility 

problem of the data: as differential privacy 

tampers with the local data, to what extent 

the data is still useful for the immediate 

health care of the patient, in case of 

emergency for example. 

• Locally monitor threats and suspicious 

activity. Local IDS can employ Snort [24]. 

Cloud Layer 

The cloud Layer involves storing and 

processing additional data in the cloud, and the 

security measures include: 

• Data access should be restricted using 

RBAC [25] and ABAC [26]. Additionally, 

encryption of all cloud data should be used. 

• Many programs communicate via APIs. 

Secure these interfaces to prevent 

unauthorized access or abuse [27]. Use API 

keys or OAuth for API security [28]. 

• Intrusion Detection Systems (IDS) and 

Intrusion Prevention Systems (IPS) are 

applied to monitor and mitigate security 

breaches [29]. 

• Secure backup of data needs to be routine, 

and a disaster recovery plan must be in 

place. 

Application Layer 

The Application Layer is responsible for 

delivering data and insights to end consumers 

and can be protected by:  

• Secure application development - secure 

coding practices should be used to 

minimize attacker vulnerabilities in 

applications. Input validation, error 

handling, and secure APIs prevent injection 

attacks and information leaks. 

• Regular patching and updates. Patching and 

updating apps regularly mitigate known 

vulnerabilities. A vulnerability 

management approach should comprise 

vulnerability scanning, risk assessment, 

patch testing, and deployment. 

• User authentication and authorization. 

Strong authentication controls application 

access. Biometric, multi-factor or 

behavioral authentication may be used. 

After authentication, an authorization 

process should restrict users to authorized 

services and data.  

• Multi-factor authentication should be used 

to authenticate users [30]. 

• Access control techniques should restrict 

users to data and functions relevant to their 

responsibilities [31]. 

• Applications should encrypt sensitive data 

at rest and in transit. Use strong encryption 

and key management [32]. 

• Privacy-by-Design - consider privacy 

throughout program development and 

operation [33]. Data minimization, where 

only essential data is collected and used, 

and anonymization or pseudonymization, 

where identifying information is removed 

or altered to prevent identification, may be 

employed. 

Audit and Logging - applications should log 

user activities, system events, and faults 0. 

These logs can help detect and investigate 

security breaches and provide proof.] 

4- Conclusion 

Due to the rising demand for IoMT sensors to 

reduce healthcare costs and enhance patient 

care, securing these devices has become 

essential. Nevertheless, IoMT sensors typically 

have limited resources and securing already 

implanted sensors requires external devices. In 

this paper, we proposed an architecture that 

employs a combination of these techniques to 

satisfy all security requirements since no single 

approach can mitigate the preponderance of 

attacks and meet the security requirements of 

these systems. It covers all data and device 



M. Hölbl, P.Clemente. A Security Architecture for the Internet of Medical Things, LE STUDIUM 

Multidisciplinary Journal, 2023, 7, 81-87  

https://doi.org/10.34846/le-studium.262.04.fr.08-2023  85 

security phases, commencing with data 

collection and extending to data storage and 

sharing. 

5- Perspectives of future collaborations 

with the host laboratory 

The collaboration with the host laboratory and 

scientists is ongoing. A paper is currently in 

preparation with the results achieved during the 

visit. Additionally, the collaboration will be 

expanded in the aspect of internship exchanges, 

Erasmus mobilities, and continuation of 

research in the field of security and privacy of 

the Internet of medical things. 

6- Articles published in the framework 

of the fellowship 

The outcome of this work will result in a journal 

paper which is currently in a draft version and 

will be finalized and submitted for publication 

shortly.  
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